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Due to these risks, we recommend that Estonia discontinue

use of the I-voting system. Certainly, additional protections
could be added in order to mitigate specific attacks (e.g. [48]),
but attempting to stop every credible mode of attack would
add an unmanageable degree of complexity. Someday, if

Our disclosure is responsible. We have privately informed the
Estonian Electronic Voting Committee of a number of technical is-
sues in their systems, the details of which we have not made pubilic.
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A major flaw has been found in Switzerland’s
online voting system

- .

Verification: The specific issue is the way the system receives and counts votes
before shuffling them and anonymizing voter details (everyone provides a birth date
and an initialization code). Once they've been shuffled, the votes are counted and then
decrypted. The trap door means someone could switch all the legitimately cast
ballots for fraudulent ones, undetected.
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5.11 At the present time, the Internet (or any network connected to the
O Internet) should not be used for the return of marked ballots.!314

Further, Internet voting should not be used in the future until
and unless very robust guarantees of security and verifiability are
developed and in place, as no known technology guarantees the
secrecy, security, and verifiability of a marked ballot transmitted
over the Internet.!’

The U.S. Election Assistance Commission, National Institute
of Standards and Technology, U.S. Department of Homeland
Security, National Science Foundation, and U.S. Department of
Defense should sponsor research to:

* assess the potential benefits and risks of Internet voting;

* cvaluate end-to-end-verifiable election systems in various elec-
tion scenarios and assess the potential utility of such systems
for Internet voting; and

[Securing the Vote: Protecting American Democracy, 2018]




